























® Strategic acceleration: The European decision-making mindset must adapt from
deliberative peacetime processes to rapid, flexible, and responsive mechanisms, akin
to the sense of urgency Ukraine has lived under since 2014.

® Operational learning from Ukraine: Ukraine is no longer merely a recipient
of support; it is a security provider for Europe. Integrating lessons from its air defense,
UAV management, and rapid operational adaptation can help Europe anticipate,
absorb, and respond to high-intensity hybrid operations. More on this topic is in the
recent paper “Stronger Europe, United Front — Europe’s Security Is Being Decided in
Ukraine”.172

® Mitigation of strategic dependencies: Europe must reduce reliance on
authoritarian-controlled technology and critical components, integrating Ukraine and
trusted partners into resilient supply chains.

® Information and societal resilience: Counter-disinformation, strengthen
media literacy, build trust in institutions, and foster societal cohesion to reduce the
impact of cognitive operations.

® Total defence approach: Civilian infrastructure protection, horizontal civil
society networks, and whole-of-society preparedness are central to credible deterrence.

® Sanctions enforcement and financial security: Effective monitoring and
enforcement are crucial to prevent circumvention of restrictions. Hungary's blockage
of the 90 billion euro loan for Ukraine, as well as of the adoption of the next sanction
package significantly undermines Ukraine's financial and strategic security and
European cohesion.

Ultimately, Europe’s ability to withstand and deter “phase zero” operations depends
on recognizing the integrated, multi-domain nature of the threat and responding with
rapid and institutionally agile policies. Failure to act decisively risks normalizing
coercion, further eroding the threshold of tolerable aggression, and leaving Europe
unprepared for the next escalation.

Finally, Russia is not acting alone. As demonstrated by the Russian aggression against
Ukraine and recent Iranian attacks against Gulf States, authoritariad%egimes continu-
ously co-operate and share technological innovations. Europe equally faces hybrid
threats not just from Russia, but from multiple authoritarian regimes.  This is why,
integrating Ukraine into Europe’s security architecture will strengthen democratic
consolidation against authoritarian coalitions, as Ukraine’s know-how becomes a key
pillar of continental security.

This project, «Russia’s Undeclared “Phase Zero War” Against Europe», was funded by
the European Union. The content of this publication/video/material is the sole responsi-
bility of the "ANTS" NGO and does not necessarily reflect the views of the European
Union.

173 https:/ /www.reuters.com/world/uk/uks-mi5-warns-politicians-they-are-targets-russia-chinese-spying
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